Objective. The authors assessed the completeness of disease reporting from a managed care organization's automated laboratory-based reporting system to the California Department of Health Services (CDHS) via local public health departments.
Infectious disease surveillance data are used to identify disease outbreaks, track long-term trends, allocate resources, and evaluate the effectiveness of intervention and control programs. 1 The utility of surveillance data depends on the timeliness and thoroughness of reporting, analysis, interpretation, and dissemination of the data.
Passive reporting systems in which health care providers report cases to local health departments are widely used because of their low cost, but underreporting is an acknowledged problem. Reporting rates vary widely by source, with physicians being the least reliable. 2, 3 Many factors contribute to low passive reporting rates from physicians, including time restraints, confidentiality concerns, ignorance of reporting requirements, the tendency to report primarily severe diseases, lack of diagnostic laboratory confirmation, the assumption that the laboratory or other office personnel will complete the report, and unfamiliarity with reporting forms. [1] [2] [3] [4] [5] [6] Efforts to improve physician reporting rates by providing education, administrative support, and other interventions are modestly successful, if at all, and are usually not sustained. 5, 6 Passive reporting by hospitals is little better than physician reporting. 3, 7, 8 Standaert summarized reported rates for specific infectious diseases; even for invasive diseases and enteric or respiratory infections widely known to be reportable and considered serious, reported rates in 22 studies ranged from 11% to 93%, with an unweighted median of 42%. 3 As serology or culture results have become the "gold standard" for many infectious diseases, laboratory reporting has become an increasingly valuable source of surveillance data, with excellent sensitivity and positive predictive value. 9 Laboratory reporting can greatly improve the speed of reporting and the completeness of surveillance data for infectious diseases. Effler found that electronic reporting in Hawaii resulted in a 2.3fold increase in disease reports to the state and that reports were more complete. 10 Schramm et al. 2 and Vogt 7 evaluated the contribution of laboratory reporting for 11 communicable diseases to the Vermont Department of Health. They found 2,035 reports on 1,636 cases (1.2 reports per case): 71% from laboratories, 10% from nurses, 10% from physician offices, and 9% from other sources. Laboratories reported 100% of the time. For initial reports only, laboratories supplied more than 80% of reports for enteric infections and 48% for hepatitis A and B, but only the minority of cases of invasive Haemophilus and meningococcal disease. Harkness compared laboratory diagnosis records to physician and laboratory reporting for shigellosis: 69 of 80 positive cultures (86%) were reported, 3 (6%) by physicians, and 67 (77%) by laboratories. 11 One case was reported by both. Standaert compared passive reporting with an active laboratory-based system over a two-and-a-half-year period for Neisseria meningitidis from four counties of Tennessee to the Centers for Disease Control and Prevention (CDC). The passive system identified only about 50% of infections reported by the laboratory. 3 Passive laboratory reporting may be subject to some of the same limitations as physician reporting. An Australian study found that laboratory reports lagged many weeks behind clinical reports: only half of the laboratory reports were received within three weeks, compared with 98% of physician reports. 12 Problems in the laboratory were related to changes in personnel, equipment, automation, and the assumption that someone else was completing the report. Dominguez et al. found that the wait for reports of laboratory data appeared to slow epidemiological investigation of certain communicable disease cases in Barcelona. 13 Although Vogt found high levels of laboratory reporting in Vermont, the reports often failed to include data on some variables such as patient name, physician name, test date, and result. 7 Since laboratory reporting is generally more complete than physician reporting, it is now included in the reporting requirements in many states. Title 17, California Code of Regulations, Section 2505 (17CCR 2505) mandates laboratory reporting for 18 diseases. Disease reports are sent to the local or county health department and subsequently forwarded to the California Department of Health Services (CDHS). The California Code of Regulations specifies that laboratories report to the county where the health practitioner works, not the county of residence for the patient.
We evaluated the completeness of laboratory-based disease reporting to CDHS via county health departments by an automated reporting system operated by a regional laboratory of a large health maintenance organization.
METHODS
We selected seven infections that are reported to county health departments and from there to CDHS under California state regulations: Campylobacter jejuni, Chlamydia trachomatis, Cryptosporidium parvum, hepatitis A, Neisseria meningitidis, Neisseria gonorrhoeae, and Salmonella. Physicians are required to report cases of infection with C. jejuni, N. meningitidis, and Salmonella, while both physicians and laboratories are required to report positive results for C. trachomatis, Cryptosporidium, hepatitis A, and N. gonorrhoeae.
State regulations allow counties to report campylobacteriosis, genital Chlamydia infections, gonococcal infections, and salmonellosis to CDHS using summary statistics (simple counts of disease occurrence without demographic data), while counties must file Confidential Morbidity Reports (CMRs) containing detailed demographic information (including personal identifiers) for reported cases of cryptosporidiosis, hepatitis A, or meningococcal meningitis. However, most counties report full CMR data for most of these infections, since they enter the data for their own records.
Kaiser Permanente Northern California (KPNC) is a group-model health maintenance organization that had 2.7 million members in northern and central California in 1997. Results of laboratory tests done either at KPNC medical centers or at a KPNC regional laboratory are recorded in a regional data repository. The computerized system automatically compiles reports of all positive tests for certain infectious diseases, combines them with demographic information from the administrative database, and sends a fax report to the health department in the county where the medical visit occurred. Information reported by fax for each positive test includes patient name, sex, date of birth, address, and phone number; physician name, medical facility, and department; date of specimen collection; source of specimen; test run; and test result. At the time of this study, reports were sent to county health departments weekly; they are now sent daily.
For the present study, analysts from the KPNC Department of Quality and Utilization searched Kaiser's regional database for all positive results for the seven infections for the 1997 reporting year, beginning December 29, 1996. For each positive laboratory test, the following demographics were abstracted from the record: patient name, date of birth, sex; laboratory verification date; and ZIP Code of residence. Files were encrypted and sent electronically via e-mail to the Surveillance and Statistics Section, Division of Communicable Disease Control, CDHS.
At CDHS, one of the authors (SRB) searched state electronic CMR and summary records for the appropriate disease categories and reporting time frame beginning December 29, 1996, and extending to May 30, 1998, to account for any reporting delay. He then imported the files into SAS (Version 7) and purged duplicates. Next, he generated a series of query statements to match the KPNC records with the CMR records at CDHS. First, he found records in which the name, birth date, sex, ZIP Code, and diagnosis matched exactly. He then performed a series of additional queries in which the matching criteria were increasingly relaxed. These subsequent queries allowed variations such as transposition of first and last name, variation between date of diagnosis and verification date, and exclusion of various fields.
When two records were matched by a query, the matched pair was withdrawn from further queries and then verified visually by the investigator. To determine county of residence, we created a table matching ZIP Code with county using ArcView GIS (Version 3.1, 1992-1998, Environmental Systems Research, Inc., Redlands, CA).
We then compared the proportions of KPNC cases that matched with CDHS records by type of infection and by whether the county of residence was the same as the county of the health care facility. These match rates did not take into account cases reported in summary statistics.
Finally, we selected two counties from different parts of the San Francisco Bay Area with high numbers of cases to further investigate cases of four selected infections (C. jejuni, hepatitis A, N. gonorrhoeae, and Salmonella) for which we were unable to match records at CDHS. We sent each of the two county public health departments a list of the unmatched cases with the demographic and laboratory data extracted from the KPNC laboratory database, and the counties searched their records for reports of these cases. Demographic and laboratory data on these unmatched cases were also verified in the KPNC clinical database by one of the authors (HDB).
We used SAS (Version 7) for summary and analytic statistics. Ninety-five percent binomial confidence intervals (CIs) are reported.
RESULTS
A total of 7,331 laboratory tests positive for the selected seven infections were extracted from the KPNC laboratory database. Of these, 7,213 represented a unique combination of organism and patient demographics.
For cases in which full CMR data were reported from the county (n = 4,090), the frequency of matching with CDHS records was 84.5% (95% CI 83.4, 85.6) ( Table 2) .
Only 54.3% of these cases matched with CDHS reports using exact spelling of first and last name, birth date, and ZIP Code. The remainder required less restrictive criteria for matching.
Our methodology of matching by demographic and laboratory information did not allow us to match reports sent to CDHS as summary statistics (counts only without detailed demographic or laboratory information; n = 3,123). This was confirmed by a match rate of only 6.0% for specific infections from counties that usually provide summary statistics for these infections (see shaded areas in Table 3 ). As a result, only 50.5% of all cases from KPNC matched with cases in the reportable disease database at CDHS.
Match frequency stratified by whether the patient's county of residence was the same or different from the county in which the patient received health care is reported in Table 2 . Residence and diagnosis in the same county was associated with higher frequency of matching the case at CDHS (relative risk 1.47; p = 0.0001), indicating that these cases were significantly more likely to be matched. However, when the relative risk was stratified by infection, the differences were significant only for Chlamydia, C. jejuni, N. gonorrhoeae, and Salmonella. No significant difference was found for Cryptosporidium, hepatitis A, or N. meningitidis. Table 3 shows the results of the match of laboratory reports to cases reported to CDHS when the county of residence was the same as that of the health care facility. Overall, for cases for which the county of residence was the same as that of the health care facility and for which a full CMR report would be expected (n = 3,383), the mean frequency of matching was 89.5% (95% C.I. 88.4, 90.5). There was no statistically significant difference in the match rates by type of infection, except for C. jejuni, which had a higher probability of a match than other infections based on Cochran-Mantel-Haenszel statistics (p = 0.001).
Evaluation of 544 matched reports for which the county of residence was different from the county of diagnosis indicated that 268 (49.3%) were reported to CDHS by the patient's county of residence; 244 (44.9%) were reported by the county where the diagnosis was Table 4 shows the results of our evaluation of a sample of 95 unmatched cases from two counties. These represent laboratory reports for which there was no record found in the CDHS surveillance database. At least 80% of these records were not found in the case records of the counties either. In five cases, the record was found at the county health department, but apparently had not been forwarded to CDHS. For 14 cases (15%), there was an identified data error that did not allow matching, including four cases in which patients could not be traced back in the managed care organization's database because of name or birth date errors. Seven patients had an incorrect diagnosis due to transcription errors at the county health department or because amended reports were not received by or corrected at the health department.
Evaluation of the four cases of meningococcal disease that did not match revealed that one case was miscoded at the county level as viral meningitis, two cases were miscoded as bacterial meningitis but not specifically as meningococcal, and the fourth record could not be found and may not have been reported to CDHS.
DISCUSSION
We evaluated the transmission of laboratory reports faxed automatically from a managed care organization to county health departments and subsequently to CDHS. On average, we were able to match 84.5% of positive laboratory reports from the computerized records of KPNC with surveillance data received by CDHS for cases in which counties sent full CMR data. Compared to the findings of other studies, we documented relatively high rates of reporting for these selected infectious diseases, much higher than in most passive systems and comparable to the best active systems. 3, 14 Effler found that 90.7% of 357 unique reports to the state of Hawaii were received via electronic reporting, but he estimates that only about 80% of all notifiable laboratory reports could be captured and transmitted electronically by the state's system. 10 Shramm et al. documented the potential of laboratory reporting in the state of Vermont, where reports are sent directly to the state health department, 2 but to our knowledge, no other researchers have evaluated automated laboratory reports that must pass through local health departments to reach the state. Our findings have implications for other jurisdictions in which automated laboratory reports are transmitted through multiple agencies or levels of the public health system.
Assuming that our methodology was valid, and that 100% of cases were reported to a local health department, the confidence intervals in Table 2 imply that 14% to 17% of laboratory reports representing cases of communicable diseases are lost during data transfer between local health departments and the state health department. Although our retrospective analysis did not allow for tracking of these reports with certainty, we were able to identify several points at which data could be lost in the chain of transmission, including failure of local health departments to record cases, failure to forward cases to the county of residence, failure to report cases to CDHS, and recording errors ( Table 4 ).
Almost half of the 95 unmatched cases investigated in two counties were cases not found in the county records, even though the county of residence was the same as the county of diagnosis. This implies that the record, for some reason, did not reach the county health department or was not entered into its computer system. Approximately another third of unmatched cases missing from the county records were cases in which county of residence and county of diagnosis differed. This suggests a failure of the county where the case was diagnosed to forward the information to the patient's county of residence or a failure of the county of residence to record the case and report it to CDHS.
The chain of reporting from local health departments to CDHS indicates how some of these errors may occur. When the laboratory fax report arrives at the county health department, public health workers verify the report. If the patient resides in a different county, the report is supposed to be faxed to the health department of the county of residence. The county where the patient resides then enters the disease and demographic data on a CMR form, which is transmitted to CDHS electronically (by approximately half of the counties in 1997) or sent via regular mail. Many urban areas, including the San Francisco Bay Area, encompass several counties, and patients frequently use health facilities located outside their county of residence. According to our ZIP Code data, 1,223 patients (16.9%) lived in a county different from the one in which they obtained health care.
The location of a health care facility is more reliable and stable than a residential address, making it easier for a laboratory to report, but this creates logistical problems for counties. Although most counties claimed to fax all reports received to the appropriate local health department, an analysis of individual cases suggested otherwise. At least one urban county health department mistakenly assumed that laboratories routinely faxed reports to the county of residence, so the health department did not routinely do so. On the other hand, the relatively high proportion of cases reported from the county of diagnosis when the county of residence was different (244/544 [44.8%]) indicates either inaccuracy in our determination of county by ZIP Code or reporting by local health departments without regard to the county of residence.
Manual data entry may be the most important reason for failure of local health departments to report a case appropriately to CDHS. Data errors may also result from failure to record name or address changes in the clinical record. Our matching technique allowed for differences in more than one demographic data field, but other errors could have prevented us from matching laboratory records to CDHS records. Some diagnoses may be coded incorrectly, as in the case of N. meningitidis. Corrections made to erroneous laboratory reports may not be transmitted or may not be linked to the original report.
Limitations of our study design and methodology could also account for our failure to match laboratoryreported cases with state-level surveillance data. Although we attempted to trace back some cases to determine the reason for failure to match, we did not perform a systematic analysis of all unmatched cases to determine errors. Some of the unmatched cases could have been lost due to failure of the automated fax system from KPNC to the counties. Effler found that an electronic data extraction and transmission system failed to function on 30% of the days during the study period. 10 The high match rate found in the present study suggests a much better transmission success than 70%.
We assumed that the laboratory data represented the gold standard, although we found that small proportions of both reporting errors and patient demographic errors originated with the laboratory or health plan. The ZIP Code program that assigned the county of residence to the patients has an unknown margin of error, especially for patients who lived in new communities or near the border of two counties. Some inaccuracy is likely in adjacent counties with rapid growth, especially in a highly urbanized area like the San Francisco Bay area that consists of eight contiguous counties.
While KPNC's automated laboratory data were optimal because they were linked with administrative data to supply address and phone number and other demographics to generate a CMR form, many laboratories currently do not have the necessary demographic information available for a complete report. Other data issues that need to be addressed with regard to electronic disease reporting are duplicate reports, false positive tests, the accuracy of manual data entry, and complete and accurate transmission of data between counties and from the counties to the state health department. 7,10,15 -17 Laboratory automation and computerization of health care data and electronic linkage have the potential to overcome these data limitations and to further increase the ease, accuracy, and speed of reporting. 1, 10, 15 Automated laboratory reporting can meet the published criteria for integrating information systems 18 by building on data systems that have already been established, minimizing the collection and reporting burden, and minimizing the effort required to reformat, transmit, and share data with users. Additional anticipated benefits of electronic laboratory reporting include: (a) elimination of repeat entry; (b) ability to generate timely national summary statistics; and (c) increased interaction among public health officials. 19 Local and national efforts are underway to develop improved electronic disease reporting via a common format that can be transmitted vertically up the levels of the public health system. 16, [19] [20] [21] Although several successful models already exist, the challenges to implementing a national system of electronic laboratory reporting are substantial. 22 The CDC has sponsored a series of meetings to explore the technical, policy, educational, leadership, and coordination needs to proceed with this effort. 17 The future vision is that public health data will be gathered electronically from various sources including laboratories and health care facilities without time delay and will be used to monitor the health status of populations and guide public health interventions and policies. In the meantime, health departments at the local and state level should maximize the opportunity to exchange data with managed care organizations like KPNC. Sharing of data systems would allow many advantages to both health plans and public health agencies, such as improved vaccination tracking and implementation of preventive health measures. 23 Our data support the development of nationwide electronic laboratory reporting systems by demonstrating that direct reporting can improve the number of cases reported over the traditional passive system; direct electronic reporting is optimal to avoid the loss of data that results from off-line transfer of information.
